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' The Scimitar family
of combat net radios

Summary Becent  technological
advances have contributed signific-
antly to the increasing electronic
warfare threat against combat net
radios but also make it possible to
render such radios considerably
mare resistant to that threat and, at
the same time, make pﬂs&ihle ihe
incorporation  into  manpack
equipments of facilities previously
available only in vehicular installa-
tions,

The article discusses these tech-
nigues and their application 1o the
Scimitar family — 2 new and com-
plete generation of cost-clfective,
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Introduction

The armies of the world have long used
methods of communication for tactical
purposes which have become known as
combat net radio. These methods
enable groups of nets or users o emp-
lov multiple address methods of
exchanging information and orders,
Various technical developments in
recent years have made it possible for
the different techniques used in some
civil applications to become relevantin
the military tactical environment also,

It was with these factors in mind
that The Marconi Company started, a
few years ago, the development of a
new family of radios which would have
wide applications in both civil and

ECM-resistant combat net radio
designed 0 meet, world wide, all
agpects of the battlefield require-
ment. Scimitar M is a highly flex-
ible, cryprographically proteceed,
pocket radio. Scimitar H (in the h.f
band) and Scimitar V (in the v.h.[
band) can be used both in the man-
pack role and as part of a higher-
powered vehicle fit. They provide
the options of full cryplographic
protection and advanced frequency
hopping in addition to the full range
of facilities normally associated with
such cquipments.

military ficlds. This article concen-
trates on the military applications of
this family but there will be many
occasions on  which the designs
described will also have applications
outside the defence contexi,

The company has long experience in
mobile communications from the car-
licst developments of Gugliclmo Mar-
coni himsell: The most recent tactical
military equipment is the VRC353, Ir
is, of course, the vehicle and tank v.h.f
set of the Clansman range, still being
delivered to the British army and many
others overseas, which has established
itsell both in training and in combar as
an cffective and reliable equipment,
The company continues research and
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development to up-date and improve it
and spares and technical support will
continue to be available probably until
the end of this century. However, the
increasing threat of electronic warfare
attack on tactical communications has
led to a requirement for electronie
countermeasures resistance and also
the avoidance of the electronic support
measures capabilities of  potential
cnemies.

At the same time new developments
and large scale integration have offered
opportunitics for more economical and
vet more capable equipments. It was,
therefore, against the background of
technological developments, the need
for economy and the needs of custom-
ers in the military and other fields that
The Marconi Company began the
development of its new family of
radios. This family has been named the
Scimitar range.

Principle

The expertise of the electronic warfare
teams of Marconi Space and Defence
Systems was used to project ahead into
all possible threats w communications
in various paris of the world. All the
studics and evaluation that the com-
pany has carried our in the context of
the new United States Army ground
and  air  communications  syvstem,
SINCGARS, were ol major advantage
in achieving an insight into a wide
range of technical and tactical circum-
stances, The world-wide marketing
expertise of the Marconi group of com-
panics was also used 1o evaluate condi-
tions and requirements which would
noi be relevant 1o the United States,
United Kingdom or the broader
NATO environment. Technical inno-
valions were examined to ensure that
the equipments which were ultimately
developed would not quickly date as
technology advanced. The key princi-
ple in the development of this new fam-
ily was that costs should be kept to a
minimum. None of the well-known
Marconi quality standards were to be
prejudiced but nevertheless all of the
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The Scimitar M pocket radio
engineers involved in the development

had 10 keep down not only the initial
costs but alse the mamtenance and

whale life-cyele costs. One aspect of

this policy was an insistence on having
standard modules and maintenance
arrangements that would be relevant
tor as many of the radios in the Gamily as
possilsle,

Personal radio

The first equipment in the family is a
body-worn radio variously known as a
pocket radio or squad sct. It has been
dubbed Scimitar M for mini or micro.
It will be availahle in #W and W
variations and can be offered in a vari-
ety of frequency bands. 68-88MHz2 is
normally used for combat purposes
and there will be other options in the
150 and $50MHz regions, Scimitar M
has ten preselected frequencies which
the operator can access quite simply

with a single control. These frequen-

cics are not sct into the cquipment
permanently during manufacture bu
can be readily reprogrammed in the
fiecld with a pocket 'fill" device. The
preselected frequencics are arranged in
ten pairs which means that they can be
used  either as  single
switched simplex, for combat net radio
purposes, or for double frequency
using a talk-through as is used in an
urban environment and police syvs-
tems. The radio can be litted casily into
asingle breast pocket in the W version
and the 13W version can be in two

frequency

similar small packages or in one
slightly larger. The efficicncy of this
new radio means that there will be
many instances where it can be used
instead of the conventional manpack.

The major breakthrough, however,
is that this very small radio, without
any increase in size, can include a

communication security device giving
very high-grade security protection o
the user. In addition a facility exists for
selective calling of users employing the
same channel.

V.H.F is the most flexable frequency
band for mobile communications and
consequently the Scimitar 'V is the
workhorse of the family, The signfic-
ant factor here is that modern technol-
ogy and components have made a1t
possible for the first time to make an
RT module which iz small and light
enough to be carricd on a man's back,
vet rugged enough and with a good
cnough performance to be used in the
demanding multi-set installations of a
vehicle. Attempts hitherto to turn a
manpack radio into a vehicle radio
have always resulted in poor vehicular
performance expecially on the move,
compared with sets designed for the
purpose, but this can now be overs
come, It has been designed for easy
assembly and simple maintenance
with particular emphasis on modular
construction, The BT module, which
operates over the full 30-88MHz com-
bat range, radiates wp to 3W when
incorporated in a manpack. It weighs
only G-3kg, has a low profile anmtenna
and the operator’s control set provides
access o all the important controls
without having to dismount  the
cquipment. There is a wide range of
options in the design of control and
display facilities. It was concluded that
no one solution meets all possible
requirements, and versions with either
conventional knobs or push button

controls will be available 10 suit the
customer's preference.

Scimitar V is, therefore, an up-to-
date rugged and cconomical radio and
as such will meet many of the custom-
ers” requirements. But the impressive
aspects of the design are that within the
same weight and size and at a very
economical price, the manpack eadio
can include a number of valuable tact-
cal [eatures, built-in security and resis-
tance o electronic countermeasures.

These features are optional and have
been included only as a result of a great
deal of thoughi. It is not certain that
frequency hopping, for example, is the
most effective means of combating
enemy intercept, direction finding or

Jumming, So Scimitar 5 not just a

frequency-hopping  radio  because,
paradoxically, those who first intro-
duce frequency hoppers into their most



important nets may well draw atten-
tion 1o those nets.

However, |rrLJ\'isifln is made for
frequency-hopping, should the cus-
tomer wish to use it. The actical fea-
tures are positive methods to improve
the flexibility of operations. For exam-
ple, selective calling for individuals or
groups is provided and a very special
feature of this facility is that a pair, or
group, of statons can have a privale
conversation while the rest of the net
can continue to aperate separatcly and
simultancously, In addition 1o manual
access to all of the 2320 frequencies, a
total of 18 pre-set modes can be stored
in the -e--;’|l_.|i|1:|l:11-]|!., six [ixed clear fre-
quencies, six sccure fixed frequencies
each associated with a different crypto
st il necessary and six  hopping
schedules also associated if necessary
with different crypto settings.

Some of this information can be
manually filled from the front panel.
But the filling of hundreds of frequen-
cies into cach of six different hop-sets
would be exteemely laborious and
pronc te error, These are, therelore,
injected with a *ill gun’ but, with what
are known as orthogonal hop-sets, the
schedule can be altered manually on
the front panel of the radio.

The inclusion of these features is
neither expensive nor complicated so
that the soldiers who operate or repair
the equipment need not be highly skil-
led and costs will not be significantly
more than for fixed-frequency radios,

In the hopping mode the hop-rate,
like the security system, will be a secret
between individual customers and the
manufacturer., Indeed, the filling of
informatioon to the mmternal micro-
processars is entirely wnder the contral
of the user, giving wial confidence in
the security of his svstem. A come
prehensive and very flexible frequency
management system is available for all
Scimitar equipment,

A major technical breakthrough is
that the radio hops over the complete
range of 30-88MHz. This 1s absolutely
vital 1o achieve resistance against
hroadband jammers and also improves
resistance  to follower  jammers,
Although it is much easier technically
to provide a radio which hops over a
limited band of, say, only 6 or TMHz,
techniques have been developed to
cover the whole band in a single hop-
set, and these have been incorporated
in the design without increase in cost.

By simply unclipping the r.f module

from the manpack antenna tuning unit

The Scomubar V manpack

(ATU) and battery, it can be plugged
into an appliqué unit to form a vehicle
station. This has been designed so tha
it can the mountings of the
VRC3533 and can also fit into any
known wheeled or tracked vehicle. A
selection of powers is available up o
50W: the ATU, like that on the man-
pack, is entirely automatic. Single-set
harness facilivics are built inwg the
vehicle unit so that for simple installa-

(VL

uions no additonal harness boxes are
needed.

All the tactical security and ECM
resistance features of the manpack ver-
sicn remain available in the vehicle set,

Scimitar V is the workhorse of the fam-
ily and for this reason it has been used
as a standard in deciding the physical
dimensions of the other members, But
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the high-frequency radio 1s of equal
importance in a tactical setting and the
combination of b0 and v.h.f radios
provides excellent assurance of achiev-
ing communications in the face of
ENEmy COURtermeasures,

The development of the h.f members
of the family has been undertaken by
Marconi Communication Systems
Limited using the same dimensions
and electrical characteristics as those
in Scimitar V.

The manpack ser operates over the
full 2-30MHz range. A fully automatic
ATU obviously makes this slightly
larger than the v.h.!set, but it remains
light and easily carried. It contains
facilitics for built-in pre-set frequencies
and has simple controls. A final deci-
sion on the extent of frequency agility
or security that is built in to the man-
pack h.f radio has not yet been taken,
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The Scimitar H manpiack

Scemitar H (left) and Scimtiar V (right) each mownted tn a vehicle appligud wunit ficted innde a
Chigftain main battle tank

However, these features are included
in the vehicle h.f radio which is based
on the same appliqué unit with a 100W
h.f amplifier. A separate unit provides
security  and  frequency  agility
facilities, This is a high-grade digital
system offering full security. Because of
the need 1o select the best propagation
characteristics at any one time, hf
hoppers do not cover such a wide fre-
quency band in one hop-set butl can
inchude just as many frequencies since
these can be closer together. In the
main, the same facilities can be offered
at h.f as described for v.h.f.

Each itern in the new range of radios
will be backwards interoperable — that
is to say that a wser will be able io
interoperate between his existing radio
and the right choice of Scimitar. OF
course the full advantages of the Sci-
mitiar range can be abtained only with
complete Scimitar nets.. This back-
wards interoperability will be ensured
throughout any .:.uh:=.|~r|m_-11= develop-
ment of the range.

Consideration has been given in the
design of Scimitar to make it adapeable
o any cxisting vehicle or manpack
mounting trame. It has also been
arranged that any existing harness can
be used with Scimitar, although a
spectal-to-tvpe  harness 15 available
which will enable selection of the full
range of Scimitar facilities from any
harncss position,

Scimitar is a comprehensive family of
radios from the smallest and simplest
o the most demanding in security and
jam-resistant requirements. Every set
bears the hall-mark of Marconi excel-
lence and can be provided ina wide
range of packages to meet specific
requircments at economical prices.

A firm order for Scimitar V' has
already been received from the United
Kimngdom Ministry of Delence.



RESUME

De récents progris iechnologiques ont eu pour
coméquence d"acercitre de [agon significative la
menace de plus en plus importante de guere
Hectronique contee les radios de rescaw de com:-

bat, ces progris ont toutcfois permis d'awsg- |

menter considérablement la résistance de cea
radios & de telles menaces; en meme temps, il
seri poasibile, grice & cos mnovations, dincor-
porer dins des équipements portatifs des facilitéa
qui nexistaient précédemment gue dans dea
installations montées sur whicles,

Liartiche discute ces technigues ainsi que leur
i.wﬁl:i.liim & la famille dies Scimitar —une génr'l'-
ation enticrement nouvelle de radios de réseau
de combar Fiustant aux contre-mesures élecs
tronsques (ECMD, et avant un excellent rapport
coit-cMicacite: elle a dailleurs cie ctudice de
manstre & répondre, dans le monde eatier, aux
divers aspects des exigenoes sor le champ des
operations, La Scimitar M est une radio de
poche polyvalente qui posstde unc protoctisn
wontre le décodage, La Scimitar H (dans la
barsde d'ondes décamétnigques) ot la Scimitar v
{daes Is bande d 'ondes métmiques) peuvent 3 la
foas feee utilisées comme Gquipement portatil ot
comame  partie ntegranie d'un montage  sur
vikicule grande puissance; clies présentent & o
tatre bes opions d 'une protection inegeale contee
le dhécalage en d'un systerme de suut de regueneoe
avinet en plus de toutes bes autres lacilises gue
e pormalement en droit d'attendre de o type

Erpupements.

ZUSAMMENFASSUNG

Duirch kiirzhiche wechnologische Fortschritte hat
sich dix Gefahs ciner verstdrkien clekiromachen
hricgfibrung gegen Radio—Gelechisnctze be-
trichilich erbihi, andererseits wunde dadurch
jecbch ermighicht, solche Radios dicser Gefahy
grgenidber  weitaus  widerstandefihiger  2u
machen und sie zur gleichen £eit in traghbare
Gierdine cinpuglicdern, dic Moglichkeiten hirten,
die 2uvor nur in Fahrzeugausrasiungen vorhan-
den waren,

Ir e Artikel werden diess Techniken und
ihre Anwendung aul die Scimitar-Gerate be-
sehriehen, einer neven und !i:hz.bg!!:hhm:-
nen Rethe von kostenwirksamen, ECM Wider-
standd bictenden Gefechinetz—Radios, die dazu
ausgelegt wurden, allen Aspekicn der Schlachi-
feld-Gegebenheiten weltweit  Rechoung  au
wragen, Scimitar M it cin weitgehend Mexibles,
durch Chiffre geschiitztes Taschenradio. Sci
mitar H {im HF-Bereich) und Scimitar V' (im
VHF-Bereich) lassen sich beide sowoh] als trag-
lare Gerdte ale awch als Teil ciner starkeren
Fahreeogausristiung  cinscleen.  Ausserdemn
hicten sie wahlweise vollstindigen Verschiliss-
clungaschuiz und verbesserien Frequenesprung
sowwie die gesamie Palette von Eigenachaltes, dic
man nemalerweise mit salehen Gerdten in Ver-
Bindwng brimge.
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RESUMEN

Los dlimos adelantos tecnodogricos han con-
wribuids significantemente a la creciente amen-
aza bélica electrimica contra los radios de red de
combate, pero fambién hacen posible la paoduc-
cidn de estos radios considerablemente mis
TeESCnIcs & csA ameonara y, al mismo ticmpo,
hacen posible la incorporacion en equipos. pon-
aviles de Bictl funcionamiento todas ko medios
previamente  disponibles  solamente en
nstalaciones de vehiculos.

Faate articulo discute eatas iécnicas v su aplicas
cidina la familia Scimitar — una nueva generacion
completa de radio de red de combate de gran
eficacia v bajo costo resistente a las ECM, dis-
eivado para satisfacer mundialmente todos los
aspectos de las necesidades v exigencias impre-
scindibles del campo de banalla. El Scimitar M es
un radio de bolallo sumamente flexible v pro=
tegico ciplograficamente. El Scimitsr H (en la
banda de alia frecwencia) v ol Scimitar V (en la
Banda de muy alla frecuencia) poeden oporanss
cuando sc levan consign v come parte de un
montaje de vehiculo de mayor potencis, y
suminisira las opciones de protecoon enplog-
milics completa v variacion por salte de frecuen-
cias avanzadas ademis de la gama complera de
los medins normalmente asocindos con exlos
ooquipos.
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